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Overview
Prior to initiating or engaging in any payment card activity at UW-Extension, approval must be obtained from the UW-Extension Cashier Services Department within Business Services. Per the current state-wide contract, UW-Extension works with Elavon, a subsidiary of US Bank, to provide card processing services and uses Virtual Merchant to provide E-Pay services for web-based sales.
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Purpose
There is growing risk and a legal regulatory environment surrounding the responsibilities of organizations which collect payment card numbers from customers as part of payment transactions, whether automated or manual.   UW-Extension departments that accept payment cards as a method of payment must meet UW-Extension policy, state and federal laws, and contractual obligations to UW-Extension’s banks and financial institutions.  The sale of goods and services must be consistent with UW-Extension’s mission and the normal activities of the department associated with the organization.  Departments that accept revenue via payment cards must adhere to all Payment Card Industry (PCI) regulations that apply to the method by which they accept payments.  Those steps might include:
· Build and maintain a secure network 
· Protect cardholder data 
· Maintain a vulnerability management program
(e.g., regularly monitor and test networks, virus scanning, malware scanning, vulnerability testing)
· Implement strong access control measures 
· Maintain an information security policy 
This policy will create a consistent, cost-effective, and secure environment for the UW-Extension community to accept revenue via payment cards that provides the following: 
· Compliance with UW-Extension policy, state and federal laws, and Payment Card Industry Data Security Standards (PCI DSS)
· Protection of customers’ private data 
· Protection for UW-Extension from fines, liability, and loss of reputation.
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Operating Principles
The following operating principles and responsibilities must be used by departments when accepting payment card information in order to process payments for services, purchases, registrations, etc. 
· All UW-Extension electronic payment merchant sites must be authorized in accordance with UW-Extension Business Services’ policies and procedures.
· All Merchant sites must be authorized by the PCI Division Business Representative and the department’s PCI Site Manager before submitting the merchant request.
· All Merchant IDs must be Payment Card Industry (PCI) Compliant.  See https://www.pcisecuritystandards.org.
· All Merchants must annually complete the appropriate Self-Assessment Questionnaire (SAQ), and establish the policies and processes that are required by the SAQ.  See https://www.pcisecuritystandards.org.  Completing the SAQ is the responsibility of the PCI Site Manager for the business unit accepting credit card payments.
Note:  Most of the questions on the SAQ revolve around the business practice and policies and the software that the server is running; therefore, completing the SAQ is the responsibility of the business unit.  It may also be helpful to include the department’s IT support person for the software being used.  For questions, contact the PCI Information Security Officer at 608-265-5773.
· All electronic payment services offered by UW-Extension must be delivered using software, systems, and procedures that are Payment Card Industry (PCI) standard-compliant.  (See https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml for more information.) 

Note: UW-Extension departments are NOT authorized to use Paypal or other types of payment services over the web to collect money from customers.  If you are using these services, please contact Cashier Services at uwexcashier@uwex.edu for information regarding using Virtual Merchant.
· The following electronic payment services are authorized for use by UW-Extension departments: 
· E-Pay via Virtual Merchant
· Services offered by a provider of primary line-of-business software, provided the Information Security Office for UW-Extension Central IT validates the service to be PCI compliant.
· UW-Extension units must reconcile electronic payments with goods and services provided and with funds deposited by the electronic payment processor into Extension bank accounts and into the Shared Financial System ledger.
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Merchant Responsibilities
· Credit card merchant sites must be established and maintained through UW-Extension, Cashier Services Department.
· Each campus merchant site must provide current contact information to Cashier Services.
· Merchants who wish to process credit cards using an online storefront will be required to set up with their Qualified Security Assessor (QSA), such as Trustwave, to have their website and storefront be scanned quarterly for vulnerabilities.  These scan reports should be maintained by the QSA.  Merchants will have 30 days to remedy identified vulnerabilities or the website could be subject to suspension.  For new web sites, the scan must be completed and any vulnerabilities be remedied before the storefront goes live.
· All persons who handle credit card information are required to complete Payment Card Operator Training annually.
· Credit card information can be accepted by telephone, mail, or in person only.  All Merchants who take orders via phone, mail or in person will use a Hypercom terminal or PCI compliant device and preferably a dial up line.  A dedicated line is not required.
· The unit selling the goods or services must develop processes for handling credit card and bank account information provided by customers on paper in a safe way.  Paper documents showing this information must be shredded or the information must be blacked out on retained documents.
· Fax machines which receive documents with credit card numbers must use an analog connection, and must be located in a secure office area which can be locked when not in use.
· Credit card information cannot be accepted via email and should never be emailed from the department.  Emails containing credit card information should be immediately deleted from the computer.
· The mobile devices approved by UW-Extension for taking credit card payments are a wireless Hypercom and a Verafone.  If an alternative option is selected, it must be PCI compliant.  (See https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml for more information.)
· Credit card merchants cannot store credit card information on a local computer or server.
· Under no circumstances should the Card Identification Number (CID) be stored electronically or on paper.  The CID number is a three- or four-digit security code on the back or front of the credit card.
· Credit card receipts and any paper documentation retained that reflects credit card information may show no more than the first two and the last four digits of the credit card number.
· All paper transactions containing credit card numbers should be processed as soon as possible.  The storage of paper records containing credit card information should be limited to that needed to conduct business.  These records shall be stored in a locked filing cabinet or safe in a locked room.  After the transaction is processed, the portion of the paper containing the credit card number shall be destroyed (cross cut shredded), unless a longer retention time period is required by contract or law.
· After the retention time period, records must be destroyed confidentially per UW-Extension record retention guidelines.  The guidelines can be found at http://www.uwsa.edu/fadmin/records.htm 
· Merchants must have Approval of the UW-Extension Payment Card Industry Compliance Committee before entering into any contracts or purchases of software and/or equipment related to credit card processing.  This requirement applies regardless of the transaction method or technology used (e.g. e-commerce, POS device).
· All contracted third parties with access to cardholder data must adhere to PCI security requirements and provide proof of PCI certification to the UW-Extension Payment Card Industry Compliance committee.  This may require the third party to sign an attestation and/or agree to add contract language verifying that specific PCI standards are met.
· Merchants may assign an individual to administer the control of log-in privileges with unique user ID’s, with no shared or generic IDs.
· All operators with computer access must be assigned a unique ID, and the IDs must never be shared. 
· Limit software access to secure locations, delete access to software for terminated employees, and do not use vendor-supplied defaults for system passwords.
· In order to reduce the risk of the unauthorized release of card holder data that may be contained on equipment leaving the Payment Card Industry environment, all media connected to equipment processing or storing card holder data must be securely wiped before leaving the environment.  This media includes, but is not limited to, hard drives, tapes, USB drives, etc.
· It is strongly recommended that reconciliation of credit card merchant activity be done daily; however, at a minimum, it must be performed at least monthly. 
· There must be adequate separation of duty between any person authorized to issue a refund and the individual reconciling the account.
Top of Page
Procedures
Currently there are two types of credit card merchant operations:
[bookmark: ftf](1) Face-to-Face/Counter Swipe/Telephone
(2) Web-based/Internet Storefront
Cashier Services will work with Elavon to obtain a merchant ID number (and American Express, if you decide to accept American Express).  

Equipment and/or information material will be mailed from Elavon to the merchant.

For web-based/Internet Storefronts, departments will need to work directly with their IT staff and Elavon to set up the store and operator account using Virtual Merchant.
For questions, contact Cashier Services at uwexcashier@uwex.edu.
[bookmark: epay]
If a Department purchases storefront software from a vendor and wishes to use Virtual Merchant as the e-payment processor:
· The selected software vendor will have to meet Payment Card Industry standards with respect to security over customer personal information.  This should be specified as part of the bidding process to select the vendor and may require the selected vendor to sign an attestation and/or agree to add contract language verifying that specific PCI standards are met.

· Cashier Services will contact the Department business representative with Credit Card Merchant ID information.
For questions, contact Cashier Services at uwexcashier@uwex.edu.
The Department will arrange for their IT staff to work with Elavon, the software vendor, to connect the two services.  Any costs associated with this service from Elavon will be passed on to the Department.
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Cost of Services
Elavon and the major credit card companies charge a fee or "merchant discount" for the processing of credit card payments (sales and returns).  These charges are passed through Cashier Services to the Department.  There is also an annual fee for the use of PCI Compliance software (QSA Trustwave).
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PCI Compliance Training and Roles
Each role in the PCI Compliance process has its own level of responsibility.

PCI Division Business Representative
The highest level of responsibility belongs to the Division Business Representatives (DBR).  The DBR is responsible for all credit card merchant activities in including the approval of new activities, in his or her Division or Dean's Office.

[bookmark: VIIIAPCITrainingSiteMgr]PCI Site Manager
The next level of responsibility belongs to the PCI Site Manager.  All credit card merchant operations have at least one PCI site manager, who is responsible for the day-to-day operations of the merchant activity.
Responsibilities of the PCI Site Manager include completing the Self-Assessment Questionnaire (SAQ) each year for every Merchant ID, ensuring that PCI Operators have been appropriately trained in the PCI Data Security Standard and are thus PCI Compliant, and maintaining PCI Operator Training certificates on file.  The PCI Site Manager is the primary contact listed in Trustwave and will receive Trustwave emails regarding the SAQ.
Note: PCI Compliance is the responsibility of any business unit that accepts credit card payments.  Most of the questions on the SAQ revolve around the business practice and policies and the software that the server is running; therefore, completing the SAQ is the responsibility of the business unit.  It may also be helpful to include the department’s IT support person for the software being used.  For questions, contact the PCI Information Security Officer at 608-265-5773.
PCI Operator
The third role and level of responsibility belongs to the PCI Operator.  Payment Card Operator Training is required on an annual basis.  Upon successful completion of the online modules, the PCI Operator is required to print and sign the certificate and give it to their PCI Site Manager to maintain on file.
A PCI Operator is anyone in the business process who handles credit card information. Examples of operators include:
· Anyone who handles a customer credit card at a point-of-sale device.
· Anyone who processes faxed or mailed forms that contain credit card information.
· Anyone who accesses a web application that processes credit card information (such as Virtual Merchant.
IT Support
The fourth role and level of responsibility belongs to the IT Support Representative for the business unit or department accepting credit card payments.  Responsibilities of the IT Support Representative include supporting PCI efforts as needed and being available for SAQ support and questions.
Online Training Module, Confirmation and Tracking
PCI Compliance requires all operators to be trained on an annual basis, which must be tracked by the PCI site manager.  To assist in meeting this requirement, UW-Extension has developed an online Payment Card Operator Training module for credit card operators.
The online training tool will produce a certificate of completion, which includes the operator's name, date, and expiration date.  Upon completion of the training module, the PCI Operator will print and sign the certificate and deliver a copy to the PCI Site Manager.  The PCI Site Manager must retain a copy of the certificate for each operator to document that they have been trained according to PCI requirements.
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